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Faults vs LWR (Learning with Rounding)

An adversary may exploit in many ways the fact that she has physical access to a device
performing cryptographic computations. This may result, for example, in retrieving the
key used by the device. For example, exploiting his access to the device, she may inject
faults. That is, she changes one (or more) partial value during the computations. In
some cases, these kind of attacks are very powerful [?].
There have countless many works studying fault attacks against block ciphers [?], but
less against other primitives. For this thesis, we will explore faults against schemes based
on Learning with Roundings (LWR) [?]. In fact, there is an interest in new primitives
which are key-homomorphic (or almost), because they are much easier to mask, thus,
they are easier to protect against side-channel attacks (another class of physical attacks).
Examples of these new primitives are Learning Parity with Noise (LPN) and LWR [?].
At Cardis 2016, Berti et al. [1] proved that LPN is resistant against fault attacks. In
particular they designed some attacks and showed that these attacks were the most effi-
cient ones. Their results were confirmed by a software simulation of the attack.

The main goal of this thesis is to prove that LWR is resistant against fault attacks. In
particular the goal is to implement the software simulation of some attacks against LWR.

The following main steps are planned as part of the thesis work:

1. Understanding LWR and the attacks proposed

2. Implement a software simulation of the attack (the software may be chosen by the
student)

3. For a good master thesis you are asked to extend these attacks to other construc-
tions, for example Learning with Errors (LWE) [?]

There is the possibility to write a scientific paper from an excellent thesis.

Prerequisites:

• knowledge of linear algebra over finite fields and knowledge of finite rings

• good programming skills [C, Matlab or Python]

• a background in cryptography is helpful but it is not necessary

• good grades

• good working knowledge of written/oral English

If you are interested please send a short motivation 5-10 sentences and a transcript to
the address given below.

Contact:

Dr. Francesco Berti, S2|20, 313
francesco.berti@tu-darmstadt.de
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